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(54) CONTENT USE CONTROL METHOD. CONTENT USE CONTROLLER. STORAGE MEDIUM 
FOR CONTENT USE CONTROL PROGRAM. AND STORAGE MEDIUM FOR CONTENT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent replay attack by 
a method, where contents stored in a storage medium 
are backed up; when the number of their uses is limited 
and a means is provided for making the backup contents 
unusable, even if they are returned to the original 
storage medium, after the contents have been used. 
SOLUTION: The usable state of the contents reserved 
in the storage medium 30 are bound, by using 
information in a security area 32 provided in the storage 
medium 30. Each time the contents in the storage 
medium 30 are reproduced, the information in the 
security area 32 is rewritten to re-bind the usable state 
of the contents. Only when the information in the 
security area 32 has the value held when the bind is 
made, is the bound information enabled. If the 
information in the security area 32 is different from the 
value held when the bind is made, the bound information 
is disabled. 
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A</nV > m(Dm^^r:>m^iz<D^^U > tifctS« 

?«]fflii^(c$^LT. t<Dmmvimmmztsii^m^)mm 

SB12lS!«tt:4>(0-t4-iL U ^ «i«<7)1f aSfiJffl LTIiJSS 

L. mt^mmnmim\z^i-f^m^)^m^^^wi^L, 
m^-^^o,i)'r >(m^(Dimim(omt^u^m\z&m. 

"toymcD^y^i^^ya^mmizfj^^mumn^. mt^-t^o. 
^im^mi^xmTf^miztji'Dxi^^ztinmtth 
m^M\zmcx^^0m^igknt^'^^3.*)^^nmt 

^\z(o^^m'r-y)i^(ommt^^i^tu^<^ 5\zl, 

mmim^m^mxib^ z t ^ BuiH-t+i u x < 
mmtm^^m^r'-yjuz^immL. m^umm»(o 

tm^^^v^^y^mmt^ztiz^ijmTtLfzz^^^ 
^mommimm Lxn^u^h^-r^zt^^^tr^ 
xmrnt^mmizt^i^x, fiissEfiiffi«:+(D=i>^> 



A< r* # I ^ -tr + i U < ^ige 0) f f ffi ( c / \V > K * it C 

a)ffjffls*ir«Lr. ^ommmm^smz^H^hmm 
m^m^m^ih Lxmm^mikBxh^z t ^mmr^ 

U 7^ -f «lia>1f a^fijffl L TfF8B/\V > K ^ « < z i: 

lt4SiyfJ)ffl[5]a^5ESr-r ^fiJfflSilWSaSSf^Si!:. 
15123 >»>(DfiJffl r i: lc8tit2-tr:^iL 'J x -r «iia(7>1f 

Wi^nii(omtm:U^m\z^^t^ii^zL ^j^r^^mm 
r. fii2i2jt«*4'(7)3>7^>*>. mmmmmm^fzit 

t(Dm(Dziy^l.y(j)mmiZ!i!,WUimi. H9i2l2*l!« 

»^\zw^n^*ltz^m^tJi^m<vttJ:l^■^:s^:^^)^^ 

mm^mWz/^^ ^h'^it^Zt iz^ tj , HtiiBir ^a. 'J 

mmmizm^m^jmmmm^m^ti^Lxmm-^m^m 
x&i>ztimmt^9ii^mt, mut^.m^P^^oii^zL 
'j'r^ mmoismmm l r H9i2/\v > ksh? < c <!: 
cfcyfl9i23>7^>^>$^]fflic^-r§«as<t. mt^mmm 
mmmzm^m^jmm^m^w^t^^mt. m^iz 
^=L^)'r^^^<Dim^m<Dmtmtj:miz^mt?>m 
mt. m^um^m^(Dn:y^:yy, mmmmmm^fz 

jL'j7^-r«iJiE0f»a-es/NV>K-r^4ais<l:^. 3>tf 

J- - 'J' icHtr ^ i+ ^ A^)(7) :^ P A L fr C t ^ 

6 ] mmmmmmiz ^ o r ftj^isiaA^sijifi * 

tlfr -T V ^ ;U 3 > 7^ > ^> ;!)<|§3^ ^ tl/c iBIS«(*r' fc -3 
r. &i2fift^(*lz@:^<;)&j|<*@;^tSS(;)|H1SSU<i:. b9I2 

n^i^m^m^imi^xuB^titzm^^^T-^y^^u 
"to^^^^yommmmmntmtfi^titzmtmTL 

'simm^t. ^^yryvommwMizmcx^^comi: 
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[000 1] 
[0002] 

[0 0 0 3] ca)<*:9 3SiS1S5Si*±<D=i>7->*V(;>^jffl 

@^tf $fi^ <!: 13 □ >x ^m^^i±xmmmmt^ 

Sa)IH1iffi(*lr L T L ^ o fr 3 >x > liRiS t 
[0 0 0 4] zhizML, a>x>*>(-fIJfflMWS^^ 

^y<;ryy^, moummmzt^j, iBit!«(*±(7)i3> 

i^tz^oum^m^ihTtoummwizj^y -j^m 
Lfc«^. 7t(Dt^mysk»xMis^>^i^vmm^mz 

oti^ommi)^&'Dtzo 

[0005] 

X < ^iiHtO) tf ^ ^ S ^ in ^ r =1 > > (7) jfijffl pTtgtt® 
7':y^yin±t^mz^(Dzii/y':yy<D/<-j^7y:fi}< 

^(Dummmz'^p.tixi^fztLxt, -t^iL'jx-f^ 



[0006] 

^ fJjffi L T ^ ttr L ^ ^ =1 > 7^ > f<J ffl 

o)mm^mmLx^mti>zt\z^i). i5tg«»<;)i«<* 
@ ^^Sffi S L r ^ * ti r L ^ -5 3 > 7^ > $ u u 

[0 0 0 7] ±U(0E^^mmt^fzi^(Dy3mtLX. 
[0 0 0 8] S^^^pTgg^liilCli. i5«|l«tt:(;>i««:@ 

im^^imLxm^^^Mzmm^mt^imwrnrnt 

t<^m*i^i,<Dtt^o zJtli^0mWt^ -Diz^tisb 
ii^*lXl^XtW\^\z^^^itlXl^Xtmt>Ui\ %\\^\z 

^nt^tixi^^m^^izitt^m^^T'iyyt^^mmnm^ 

[0 0 0 9] ^>^:yymim'ssm*}tm(owm\z^>^ 
>vmm-5!m^m^m^--:^j[.^mmt^m^izit. z 
<D^m'r-:f)i\z^>^i^^y->.a) ')><?imtmm^m 
v^Bi7^tinm<^mihxi^^i(Dtt^o ^tz, ^ 

[0 0 10] isiT. i5li«(*±a)3>7^>*>^^^-r^ 
m^^miztoxmmt^o ^mmmzit. lEitafto 

ttBt^jb u > > ^> i: I2tli«**a)$^tt:@:tt§ffi ^ fijffl 

Lx^r^ts*lfz^mm^m, iihizmm«mimf^<^w 

^J^a-^Sli, ^^^^*l*<«?¥^*^rl^'5i^1i!lI{*(7>■tz 

'}n'^mi<n\m\z^-oxmm^m^mt<^u > k 
[00 1 1] ^r, w&uw(j>^i^=L')^^^mmm 

^^^froo ^fzmmum\m<nm^)nmmm^'&m.t 
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[00 12] zi:y7'>y<om±tii^D.*)^^m^(om 
[0 0 13] iBis«(*±iwZiv7^>*>iijfflBrtgttsgs 

[0 0 14] :j:y^>V(Dn^t-\z^=L^)ir^m^(Om 

mmm'^Lxmt>ui\ 

[0 0 15] t LflfeOIBlSKWc. E1g««:±(::*4S 
1 00) a >^ W SH^f S Cit ic J: o r -b + 'J 

[0 0 16] Z3>^>vit. m±mm, mm», mm, 
y. hi^t^\:6b^mt^Mzmmt^>^>''^ f^om 
m^mm^mi^xm^Lmm^m\z^^t(Dtt^o 

[0017] zi>x>^>. Bt-^^baV'T^*^. 

m^x\t, ^mmm. :^<7^>^)\^^mtfzit/\yi^ 
[0 0 18] 3>x>*vf«jfflPiffitt®gSx-:/;u^fi) 

[0 0 19] iSL^Aj^mmmntmmmm^mtit, m 



a :y^:yy^^mm^&\z^^ihxi^xtm*ytj:i\ 

tfz. m^^iXXl^Xtmt>ti:l^t(Dtt^o 

10 0 2 0] um^mmi^m^m^^^L. 'ptj:<t 
^iMtm^^KSutai^wzjikmiixi^htott 

[002 1] -b:^iiJx-fM«li. 1gLA^S#Ctf)«f 
[0 0 2 2] 3>5^>*>^|ffipIggttSI@Sx-^;Hi. 

l5Si«i*±o>S pjglfiJgir* =1 > pifil 
it. mm^m^^&^i^it^mm^^i'^ofzmzmt 

[0 0 2 3] ^ff^3>7^>*v<!:D>7^>*>ip|fflpjjgttS 

it. fc^tSffiA^tSffiB(c/N>r>K-r 1f«B;{)< 
o\zpmt:MA.^ZtX$)^o /W>K$g?< (^fcli 

/NV>KSffl5c-r^) (hi*. »mimmLximA^m 
m'simzt^ztxk^o /\V>K-ei*. Bt^ib«is. 

So *^frisffi«{*rt0lfa$-ir^a.y7^-f®igg0tf« 

tt^\zmi\zm^\.x^mt>f6^i^^Q>tth. ^tz. 

*G)tf « ^ / \V > K L iS 1 1 CD <!: -r -5 o 
[0 0 2 4] ^J^i3>7^>»> '(^fcttBt-^ib=i>7^>*> 

it^ :y'r>^yfi<mm^mtmmmm^m(Dth'ehiz 
«tsy>^tf«$^ot<Dt-rSo 
[0 0 2 5] :^>^:yyn^m^mmm<-^oiztj:'D 

^LXt^<, ^fzit^<D^^mLX^l^Xt<i:l\ 
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[0 0 2 6] =i>7^>^7(r)Sy|lJffl[5lS<7)"^Sli. 3> 

ayfi|ffl[sl§ca)^M-Cr(i. ^^T'<5T[5if|4Lfc*>^*';7 
[0 0 2 7] *^^(Z)f^ffl(i. JaT<Di:*5y-efe^o 3 

fijffi plffitt® gSx- :?;u(D/ < ^ r »v o t fc 

[0028] nKi. :^m^(omf&mi:fFtmx&^o 
zi>^:yymmmmmm,^ oit, mm^^^ i. 

K^©12. fiJffipTHgttS^x^:/':?^!^! 3. 
SSf^©l6. -fe:^i'Jx-f«i|E1t«5«r¥^l 7$|# 

[0 0 2 9] iBiiji^<*3 oli. s*±isii. mmm, # 
^(D^'j^ji^^y'r^yt^^m^ti^mi^xh^). lets 

i«(*iS^S^ga2 0(i. I51t!iJH*3O07^-5'SiEi5^ 
(i. #fB1S«^Wc@^|-f]y^T«^;Ktr^iIi*@:&tf^3 

[0 0 3 0] $IJffl)*ISl 1 li. =I>x>^>|Jjffl*J^^fi 

1 otr^^ft^Sfjwi-^^sr'fe-So /\V>K^igi 2 

It, IBtSlJli* 3 0 4^(^3 ffJffl$ilWSffi^/rli 

-fS|Ja3 2(Z)1Safc/\V>K$l±^C<!:lCcfc<'j, -t^^i 
X >r 3 2 (7)tSSA</NV > KB$(DM^ J#Oii^(Z(7) 

[00 3 1] |ijffiDi^^^^5^i^:,/7^l5i 3li. IHItliJI 
<*3 0*(Dzj>i^:y*><7)^jffl^^lZ^^Lr. -^<7)flJffl$<J 



I4li. IS<S«(*3 0*(7)-tr^iLUi^^®^3 2(DtSffi 

[0 0 3 2] mmn&^mmsi^m^ e\t. Em!«(*3 
o4=co3>T'>*>3!)<fij^$tttrii^ic. m^WkX'^mm 

3 3lr«}#*4xrL^Sfijffl»jffli1saicfcMt^ayfijffl 

2a>«m^mo>mtmt3i^m\z^^'rho ^o^. /\v 

[0 0 3 3] 

[^^(DHjgcDff^®] ^m^<r>mMmm^ m2\z, m 

[0 0 3 4] =i>7^>»:/fl^S^gi ooii, !B1t«i*3 

0{z^§|ft^tL/rzi>i^>*>^|l:^-r^SM-efc^o IBIS 
J«(*3 0li. =I>X>*>S!tSSl ooic@^^4xrLN 

2. =»>x>*>fi|fflPlgg=KS«tiggui 0 3. 

aKi^diLaji 0 4, =j>T->*>/\v>K-a7caji 0 
5. =i>7^>^v^±siJi 0 6. wfflM^jifflstsi^ai 

1 01 ^^A,^^ 

[0035] lBt|««: 3 0 OStft^ DTfig^JS 3 3 

li. l2tSli^i*3 O(7)iij^t*:@:ttfar0g-^^b^nfr^ff^=3 

ttiy|(*3 0<7)-tz^zL'jx>rtii^3 2(7)tSffi(iOT'fe-5>*, 

3tt. =i>7^>»>ii^ssi ooa)«iS:7D-f^-v-h 
[0036] sr. -ir+a'j7^<«iiitiag!^^aiL 

c(Dfl#iSa)-b4^jLUi^^«iige3 2(7)tSffiiio-e&So ^ 

r. n±t^:=i:>^:yym\m'^mifimiz^i>t^t'5t^ 

[0 0 3 7] □>T->*>/i<ip)fflprfi6l*^-efeofc«^. 
n > K • fflTca? 1 0 5 xummi^ 3 o 

4-^';i^-r«lii6 3 2(7)tf«^^i]fflLr. g^-r-s^ff^zi 
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(X'fvzfse) o SiyWffllsl»li3*^f,2frMSir*4i 

[0 0 3 8] -^-CDS. -t + iU7^>f^litf«g^^t±JL • 
StiX^SJl 0 2t:. IB1S«f*3 0<D-b^iL'Jx-f«|i« 
3 2a)1tffi$0A>b 1 I^S^S^ iX^y-^Sl) , =J 
>^>^>/<-f > K • mTcSl 1 0 5 T'ZCOS^^^^O'tt 

«^^ijfflLri5ti!«<*3 o±(cfe^^r(7)S»$=i>i^> 

[0039] /\V>K(Z)«I|$^ro /<>r>K* 

[0040] gl4 (A) l::.xx-rcfc9l::. -fe^iUT^-fSi 
«3 2ic(ilfaaA<»3W*;K. S^SI^^figfiii3 3* 

SLrfc<o 

[004 1] C(7)/W>KS«l^-r^ii^. 114 (B) 

Sfe^Plfil^^S 3lcfc(tSa/NV>K1t«AitSgS| 

S$^Tt\ i-CD/\'yv:LjgSXai:StS^pIfig^l|E3 
3lrfE1tLrfcl>/i/<-f > K^(D/N'>i/ijgSX a 
J±gc-r^o -ScLfrH^lcli, a/NV>K1f«A$WS!i 

[0 0 4 2] #lj^lill4 (C) IZTTst^^lz. -Iz^iLiJ 
■r-f®ia3 2a)1SaA<brcSE*5ort>/=ii:-r-5<!:. 

a<!:^C€>frtf). te/\V>Klf«Ali^af^— $i<tLr& 

[0043] fiij^l^. -tz4^zL'jx>r^iie3 2a)ti$8a <!: 

aMV> Kti«A<;)^4^•?i^(c^^L•r:M*vvIL^S^^T 
[0 0 4 4] /W>Ka):^;^(Jcni::|lb-r. fi^iJ^LI^Bt 



iiii<7)tsffia^a<bLr. a/\v>KtsfflA$Bg^jb-r 
[0045] imzcDumcDmm} m2 0mm(Df^m 

it. IB®«{t3 0(DS#fi^prfi6«iia3 3 4'lczi>7^> 

[0 0 4 6] IHtti«i*3 0<DS^^^pI^^lge3 3(C 

m^mtt^^m^tixi^^o ^tz. cc7)Bt^^b=i>7^> 

[0 0 4 7] ZCDayT-lyV^n^t^t^OmiZ-Dl^ 

Lxz}l.^:yymm^^mvtmmms^^ 0 3\z^i^x. m 
^■r 3 > 7^ > oTtett® ic & ^ *N if 5 Ax ^ as 

>^v/w>K • ^Ttaii 0 5xt^m^i^3 oo-^^zL*) 
'T^mm3 2 omWi^mm Lxmm^mo)^ u > 

mw3 oa)jixft@:&if«3 1 ^m^\bL, cojsftB:^ 

>7^>*>ll±gui 0 6r*i3>x>*>^ii^r*p 

[0048] fl)ffl$ijjai1f «S#«|^SiJ 1 0 7 * ^Jffi L 

r. m±Lfz^>^>^y(Dmmmm\nm(Dm^)mmjsi^ 
^m^^x^o mmm^mt, 3Xi>b2icsifr^ti 

t ^ ^ o «!: t . fc ^ t ^ li tSa^tt# 

i*3o<7)-b+j.UT^-ffiiS3 2a)1fa^Stgl^ (CO) 
ft^a)t»afi 1 ) . a >T->*y/\V > K • S5c» 1 0 5 

xz(Dmtt^^W:(j)inm^mmLx, i2iga5»3o±!c 

[0049] CS3(Z)||j|fe<7)ff$^] ilSiC, m3fcJ:U: 

Tjkto m3omt&<DBmit. iEti«f*3O0Stgfe^pr 

[0 0 5 0] =l>7^>^7||^gg1 1 0(i, IS!StilH*3 

oic*s^^titra>-T>*>^^^t-sgMr'feSo laii 

j«i*30(*. =i>x>*>fl^SMl 1 0(C@$3Ftiri> 
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[005 1] ISmJ«(*3 0(DS^ife^nJgg^i|j3 3rc 

[0 0 5 2] Heir. Z!>7^>*VfJjfflpieg«®g^i^- 

CtSatri^^o C:<D5*>. =iV-r>»V1 -1(7)ftjffi 

pr^:7^^'lio(c/j:oT^>y. 1 (iKEfc i 

^^iffl$^^Tt^^;I<!:7!)<l^$4^rL^'5)o ffiffl.^c?f:?^^* 

[0 0 5 3] He (B) (i. =l>7^>^>r<t(r^Jffl[sljgi 

'T>*y3<7)Siyjpjffli5iiaA<i a. i3>7^>*>2a>^yjp] 

[0 0 5 4] ll5a)3>x>*VS^SISl 1 0(ZfcL> 

T'fe^tCO^t-r^o ^fz. iElg«<*3 0a)-t^aU'T< 
«igll3 2(DtSffil*0-C&'St(Z)^-r§o 
[00 5 5] Z<7):3>7^>^>^||±1-^(^^(7)^|COL^ 

tiA^SPl 1 2^fflfflLrEm«<*3 0(Z)-t4-:3.'ji^-f 
^1^3 2(7)tf^^g|^tb-r (Ca)B$^(7)tfaf*0) o * 

a)B#/aT?ii^*f*=i>7^>*><7)giyfij^i5]is(i3) ^ ^ 

LT, S!^a3Lfr-t^i'ji^>r^i|S3 2CD'fSa<t=l>x 
fflLT. 3>x>*>«fflprtlttS«tBS|J1 1 3lcfcl^ 

«<*@wif sffi^m tffl 1 1 4 T'letiiti* 3 0 mmwm 

>x>*>^^JfflL. =i>x>*:/S^SPl 1 6T*a>-r> 
[0056] ^m'r-'^)\./U > K • ®7cSP 1 1 



tr^S7^-:/;ugg^aiL -Sta^o^Si i 7S«sl 

[00 5 7] ffiliJgf* 3 OtD-iz^i 'J i^-f®li 

3 20fS«^#^^;^ (Ca)^^a)tSffi(il) , g^T^ 
-:/;U/nV>K -^Tcgpi 1 5T:C0»#g|x.^(7)tf« 
^fJjfflLT. iait$I«:3 0±a)zi>i^>*>fiJffipJtg4^® 

[0 0 5 8] =i>^>*V?iJfflpI^1^^^ST--^;i.7!)<-b 

:^zLgi^^^iS3 2a)tfa[rv\V>K**L'5a)r*. 3> 
'jT^'r«iiig3 2<7)tta(7)<t^fca)^:&^!ir'fc-g>o 114T' 

d l::-r -5 C <*: ic ci: y / nV > K ^ H^-r ^ C <!: A^-e ^ ^ o 
[0059] -t^j-'j5^^'^i|!t3 2<b Lr. S^jXj^^A< 

ow^a^^mm,t\^x. ^r(Z)7 Kux(7)WgA<o-c?fe 

2(r>mntLX\t, -fe^:L'j7^>f^j|e3 2(7)^T KU;^ 
Trl^OCDSt$#^^o «iiaa)SJffl®<!:Lr. ±rc07 K 
UX<DrtgA<O-C&^0T'. *09!ll(*Ot<t-So J^t^ 
T, -t + ^LU-T-f^lllSS 2^^jb*1±'5ii^lCfi. «L^ 
TKLxX (^J;^f^OSife) CDfil^. O/iNbllC^Sf 
-E-9-r^<i:. I^O(7)iiSli1 «!:/j:-5(7)r'. -fe+^'J^^ 

1#tfeCDl^g$. 1 fC. 2||ife(7)l^g^ 1 fc<}:Jl;j^^S 
-r*l(i. '^^:L^}^>(mM\m\t, 2. 3<!:^ib-ri»o 

[0060] cm 4 (r>mm<r>rm^ m 4 oymmomm 

It, iHtS^i*3 0(7)St^;^pJfig^l^3 3 4^(cn>i^> 

[006 1] tdm^i^3 ocom^t^^-^mm^s 3\z 

a^a*IB1i«»3 0(D«tt:@=&1S«-eBt^^bLfc^ff$ 
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[0062] CCDz3>x>*>$ll^f ^^^a)0qiwOL^ 

tz, ^m'r-:^)im^iBL • 1 7 ^fijmc 

3) p ^LX, S8o^a3Lfc-b^iL'J5^-ffIi^3 2a)1S» 

*:/*^ij^LT. =i>i">*>'^ifflDrg^jKS5il2a5i 1 3(c 

[0 0 6 3] =J>i^>^>A<f<jffloIgH*^Trfeofcli^. 

^t^m^mmm^t^ lsp 1 1 4 x^s.mm» 3 o omt^m 
^isa3 1 ^is^iisL. c(D^»m^mn3 ^ tmm 

:ii > > *v ^ijffl Dj^^^^^Si^- :?;k7)/ < Y > K ^ ^7c 

tzt^. &^i^im±t<&^^xm^otzt^, $>^i> 

[0064] $bl::fS1iii|t<*3 0(7)42^3. 'jT^^r^ilS 3 

2CDtffflSS#8fe^ (coB#^a)tf$Rii 1) . wm^— 
f«lfflLrtfiit$IEi*3 0±n>x>*>jpJfflprfi6ttSgSx 
[00 6 5] 



<D/\y^7y Zff3<j}k(0U&^mz^ i^tlXl^tztLX 

^mikBt<^0mmiz^'oi^x/u > ^^tm^tihtz 
mmommumm 

[01] ^^momf^miTiitmxh^o 

[gi2i mifccfei;m2a)sijfi<Dfl^®ire^-5a>x>*y 

[04] /\V>Ka)^^^-r0r*fe^o 

[05] m3fccfe0^m4<DllJS(Dff^S(ze^^zj>i^>*> 

[06] :^:y^>ymm^mvtfs^m'r-y)\.<DmfAm 
1 0 :^:y^>ymmmmmm 

1 1 

12 /W>K#lfi: 

13 «fflBrfi6ttsg^x«><7^s 

14 /Uym^m9i 

1 5 a>7">*:/ai^^© 

16 >Jffl»Iffli1t«SSf¥S 

1 7 -t^i'j^>r?ii|lt1fffiMSf#® 

2 0 umi&wm^m^&m 

3 0 121t$S«: 

3 1 ^i^m^im 

32 -t4^zL'jx>r^i|g 

3 3 S^^^prgg^iiil! 
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